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Module Integrity of Financial Markets  

Welcome to the module Integrity of Financial Markets of the MiFID II Stay Compliant Program of CFA 
Society VBA Netherlands. Your presenters today are Matthijs Bolkenstein, partner with Ploum Lawyers 
and Alwin Oerlemans, head of product management at APG Asset Management. 

Ethics and integrity matter 

Ethics and integrity matter in life and even more in the financial sector. Dealing with other people’s 
money brings a huge responsibility with regard to ethical behaviour and integrity. The English word 
ethics is derived from the Ancient Greek word ēthikós (ἠθικός), meaning "relating to one's character", 
which itself comes from the root word êthos (ἦθος) meaning "character, moral nature". Ethics can be 
defined as a set of moral principles or rules of conduct that provide guidance for our behaviour when 
it affects others (definition CFA Institute). It relates to good and evil and right and wrong. The word 
integrity evolved from the Latin adjective integer, meaning whole or complete. Integrity refers to the 
quality of being honest and having strong moral principles (American dictionary). 

In the financial sector combatting misconduct is a continuing challenge. Cases of misconduct have 
often led to regulatory reforms. It is important to create a culture of integrity in the workplace. This 
concerns 1) Promoting ethical principles throughout the company; 2) the tone at top and 3) working 
in the best interest of clients. 

This is important to promote a financial sector that is working to the ultimate benefit of society by 
having 1) trust of investors and 2) robust financial markets. 

Wirecard example 

The newspapers report almost daily on examples of lacking ethics and integrity in the financial sector. 
A recent example concerns Wirecard. Allegations of accounting malpractices have trailed Wirecard 
since the early days of its incorporation, reaching a peak in 2019 after the Financial Times published a 
series of investigations along with whistle-blower complaints and internal documents. On 25 June 
2020, Wirecard filed for insolvency after revelations that €1.9 billion was "missing", the termination 
and arrest of its CEO Markus Braun. Questions are raised with regard to the regulatory failure on the 
part of BaFin, Germany's supervisor. 

Integrity risks: examples  

Integrity risks materialise in many ways as you can see on this slide. From money laundering to market 
manipulation to tax evasion, conflicts of interest and cybercrime. 
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Anti-money laundering 

The prevention of anti-money laundering and financing of terrorism is a hot topic. ING has been fined 
an enormous amount and the debate on whether or not there should be consequences for senior 
management is still ongoing. ABN Amro appears to be next in line and this is probably only the top of 
the iceberg; more is yet to come! From ING we learned, amongst others, how difficult it is to build in 
proper AML procedures, including proper monitoring, reporting and adjustment procedures. Especially 
in international organisations where you have to deal with different cultures and (external) politics.  
The recent news about the possible AML violation at ING Poland and the Polish financial regulator 
being reluctant to cooperate with the Dutch Central Bank is a clear example of the difficulties 
international firms encounter if it comes to AML regulations. The European Banking Authority recently 
advocated for extending certain AML regulations not only to banks but also to investment firms and 
finds it important to further harmonize laws and regulations on an EU level. On the other hand there 
is an increasing concern within the European authorities about the effects of these measures as they 
will lead to financial institutions closing their doors for new business. For the financial industry it is 
balancing on a thin line.   

The Dutch laws and regulations on AML are all based on the various European AML Directives and are 
incorporated in the Dutch Act on the prevention of money-laundering and terrorist financing. In 
addition certain provisions and obligations are laid down in amongst others the Dutch Financial 
Supervision Act and the Dutch Pension Act as well as international and national sanction regulations. 
A breach of AML regulations can result in the applicability of the Dutch Criminal Code and the Sanctions 
Act 1977. 

Since a breach of AML and sanction regulations could lead to serious integrity issues for financial 
institutions and the financial markets as a whole, the focus of the Dutch financial supervisors, the 
Netherlands Authority for the Financial Markets and the Dutch Central Bank, is more and more on the 
compliance with AML regulations. 

Firms are obliged to have policies and procedures in place that safeguard  proper compliance with AML 
regulations. Firms need to identify their clients, understand the rationale of the proposed transactions 
and/or investments and should verify the background of the funding. Where institutional clients are 
involved, identification as well as the assessment of proposed transactions is often not that difficult. It 
could become more  difficult in the event of family offices or funds being involved with opaque (trust) 
structures.  

As a start firms should conduct customer due diligence during the onboarding process of a new client 
(and on a risk basis and ongoing monitoring basis). Client identification means that at least the client
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and its ultimate beneficial owner (UBO) are identified. The customer due diligence should take place 
on a risk based approach. This depends on e.g. jurisdictions involved (sanction regulations), type of 
products and client structure. 

On the basis of a customer due diligence a firm should be able to  identify the client and its UBO, 
understand the corporate structure of the client and understand the nature of the 
transaction/relationship. On an ongoing basis the firm should verify whether the information received 
is still up to date (at least during the period transactions take place), whether authorizations of contact 
persons are up to date and whether the firm has a clear sight on who its acts for. 

An important part of the compliance with AML regulations is recording of actions, findings and 
assessment of procedures. Although GDPR is outside the scope of this specific module, we would like 
to emphasize that, especially where it involves recording and recordkeeping, GDPR policies should be 
maintained and complied with. 

Examples misconduct 

AML is not only a hot topic in the Netherlands. Danske Bank has been in the news for various AML and 
other scam incidents recently. Events like this have a major impact on the trust people have in the 
financial sector, it is therefore that authorities are more and more looking into this. It is not just in the 
Netherlands, its international. It is therefore of the utmost importance to be familiar with international 
laws and regulations. As a firm you don’t want to be in the news in this way. 

Market Abuse 

In early September Union Investment announced that one of its employees has been put on leave after 
regulators raided the Frankfurt-based company for evidence of insider-trading. The respective 
employee is suspected of making a “significant amount” by trading securities on private accounts, 
which trades are currently subject to investigation. One of the many examples where financial 
institutions and its employees are linked with market abuse offences. 

For financial institutions it is key to maintain strict insider trading and market abuse policies and ensure 
that all relevant personnel is fully aware of the content of such policies and the consequences of non-
compliance. Training is key! 

The Dutch market abuse regulations are based on European directives and regulations and laid down 
in the Dutch financial Supervision Act and the Market Abuse Decree. 

The main market abuse offences are insider trading and market manipulation. Firms are obliged to 
take sufficient measures to avoid any involvement in these type of offences. This means on the one
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hand that it must prevent its ‘own’ market abuse and on the other hand it should prevent being 
involved in facilitating market abuse offences of its clients. Especially the latter is challenging and 
required a good understanding of the rules and regulations of the firm’s staff. 

On the insider trading side firms should ensure that insider trading lists are being used and updated 
when relevant. As soon as employees are aware of information that qualifies as inside information this 
person should be registered and subject to strict supervision when dealing. Inside information is 
considered information that can have an impact of the market and stock prices. Chinese walls between 
deal teams and analysts is one of the methods to avoid insider trading within a firm. 

Market manipulation could take place in numerous ways. One of the most common ways is initiating 
manipulative transactions, misuse of stock positions  or spreading of false information. All with a view 
to affect the stock market price. 

Clients can also be involved in insider trading and market manipulation. It is therefore important to 
understand the reasons behind a trade or trade request. The employees involved should be able to 
determine themselves whether or not a specific trade or trade request of a client could be subject to 
either insider trading or market manipulation. When in doubt responsible (senior) management and 
compliance officers should be consulted before closing a transaction. 

Misconduct examples 

Market Abuse offences not only take place within smaller firms. Risks can be found and materialize 
throughout the entire  financial sector. Recent examples show this once again. 

Governance: a model 

Enhancing financial integrity is an important element to safeguard good governance in organisations. 
Promoting good governance starts with a good set up. Professors Cools, Van de Loo and Winter have 
presented an excellent model for good governance. In this model they distinguish between Persons, 
Group and the System. The key question is to ask whether the Board does what it is supposed to do. 
Is the board on task as you can see in the middle of the triangle. Therefore, the 1) Persons, 2) Group 
and 3) System should be in order. This means respectively that 1) Individual Board members are fit for 
the job; 2) The Board acts as a strong collective and 3) The Board operates in a system that allows for 
good governance. 

Individual and group decision-making biases 

Being aware of individual and group decision-making biases is important. In practice, decision-making
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may deviate from the plan, for instance by overriding existing controls, treating red flags as false alarms 
or accepting deviances and near misses. People have difficulty “staying on course” or may be “throwing 
good money after bad”. 

Also group decision-making biases may occur, for instance in important decision-making processes 
individuals, still in doubt about a course of action that the majority has approved, decide to keep quiet 
and go along. Another example may concern an overconfident manager who wants to minimize 
conflict, delay, and challenges to his or her authority and the group accepting this behaviour. 

Governance 

Proper governance is one of the pillars used in safeguarding integrity in the financial sector. During the 
beginning of this century a lack of proper governance allowed financial institutions to take 
irresponsible risks leading to  the credit crunch. The developments on institutionalizing proper 
governance (not only) in financial institution have been enhanced as a result of the credit crunch and 
are top of mind by regulators. MiFID sets clear rules on governance but also links governance with 
other ethical and integrity related matters such as remuneration and conflicts of interest.  

Governance means oversight and checks and balances and forms an integral part of, and it is fair to 
say that it is the heart of, a firms compliance. Everyone within a firm or working together with and on 
behalf of a firm should be subject to some form of oversight. Policies on procedures should be in place 
to. For example to prevent conflicts of interest within the firm and with clients to occur.  

Conflicts of interest but also product development could adversely affect clients’ interests and these 
should be avoided at all time. 

One of the areas where governance aspects and requirements are not always sufficiently taken into 
account is in outsourcing arrangements whereby the firm outsources certain tasks to a third party. 
Notwithstanding outsourcing the firm remains responsible for a proper fulfilment of the outsourced 
tasks. It is therefore important that firms have sufficient control to monitor and influence the 
outsourced activities. In practice we often see that this is not the case and that supervision, thus 
governance, on the side of the firm has not been embedded in the firm’s governance procedures. 

Again, the level of governance and supervision should be determined on a risk basis. 

Organizational requirements 

Under MiFID II the senior management of a firm is responsible and accountable for the implementation 
and oversight of an effective governance system and that it should monitor, assess and improve the 
governance system when needed. Governance structures may vary based on the size of the firm and 
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the activities performed. It is important to recognize that there is no “one size fits all“ approach. 
Governance is a dynamic aspect of a firms organization and should therefore be subject to periodical 
review and adjustment. 

What does this mean for clients? 

Proper governance means management equipped and composed for its task by maintaining a 
diversified management team (age, gender, background), employee involvement and responsibility in 
order to create ownership. 

Suitability: guidelines 

The assessment of suitability is one of the key requirements for investor protection in the MiFID II 
framework. The importance of the suitability assessment for the protection of investors was already 
clear under MiFID I and has been confirmed under MiFID II. ESMA has given guidelines for the 
implementation of suitability. The guidelines concern 1) Information to clients about the purpose of 
the suitability assessment; 2) Know your client and your product; 3) Matching clients with suitable 
products and other requirements concerning qualification of staff and record-keeping.  

Know your client and your product concerns 1) Arrangements necessary to understand the clients and 
to collect information from the clients; 2) Updating client information; 3) Client information for legal 
entities or groups; and 4) Arrangements necessary to understand investment products. 

Matching clients with suitable products aims at 1) Arrangements necessary to ensure the suitability of 
an investment; and to take into account 2) Equivalent products (costs and complexity of equivalent 
products); and 3) Costs and benefits of switching investments. 

Amendments are in preparation to also include “sustainability preferences”, “sustainability risks” and 
“sustainability factors” in MiFID II. 

Whistleblowing – financial institutions (MiFID II) 

A MiFID obligation that is still often underexposed is the requirement to maintain a whistleblowing 
policy and to ensure that everyone within a firm is familiar with the policy and its existence. 
Whistleblowing remains something too often considered to be not done. Whistleblowing is one of the 
most effective manners to discover potential integrity risks within a firm. The policy should allow and 
enable employees to report (on an anonymous basis) (potential) compliance breaches within the firm, 
also involving senior management members or compliance and risk officers. 
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Compliance function 

Firms should establish, implement and maintain a compliance structure that contains adequate 
policies and procedures designed to detect any risk of failure by the firm to comply with its obligations 
under the MiFID II and other applicable laws and regulations, as well as the associated risks. Firms 
should put in place adequate measures and procedures designed to minimize such risk and to enable 
the competent authorities to exercise their powers effectively. This requirement is intended to be 
proportionate, meaning that for each firm different levels of compliance can apply. Investment firms 
are required to take into account the nature, scale and complexity of the business of the firm, and the 
nature and range of its investment services and activities. 

Each firm should have a permanent and effective compliance function which operates independently, 
and which: 

• monitors the adequacy and effectiveness of its measures, policies and procedures; 
• advises the relevant persons responsible for carrying out investment services and activities to 

comply with the firm's obligations under the applicable laws and regulations; 
• provides a report to the management board, on at least an annual basis (although it is 

advisable to do this more frequently, on the implementation and effectiveness of the overall 
control environment for investment services and activities, on the risks that have been 
identified, and on the complaints-handling reporting as well as remedies undertaken or to be 
undertaken;  

• monitors the operations of the complaints-handling process and consider complaints as a 
source of relevant information. 

For the compliance function to operate effectively and more importantly independently it is required 
that: 

• it has the necessary authority, resources, expertise and access to relevant information;  
• is appointed and replaced by the management board and is responsible for the compliance 

function and for any reporting as to compliance;  
• the compliance function reports on an ad-hoc basis directly to the management board where 

it detects a significant risk of failure by the firm to comply with its regulatory obligations;  
• the relevant persons involved in the compliance function are not involved in the performance 

of services or activities which they monitor; and  
• the method of determining the remuneration of the relevant persons involved in the 

compliance function does not compromise their objectivity and is not likely to do so. 
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Complaints Handling 

Complaints handling is one of the areas where integrity (and ethical) aspects could be at stake. Under 
MiFID strict rules in relation to complaint handling have been set:  

• Firms should establish and maintain a complaints management policy. This should have clear, 
accurate and up-to-date information on the firm’s complaints handling process and should be 
endorsed by the firm’s management body.  

• Firms should publish details of the process to be followed when handling a complaint, which 
should be provided on request or when acknowledging a complaint.  

• Clients, and potential clients, should be able to submit complaints free of charge.  
• Firms should have a complaints management function that enables complaints to be 

investigated. This role may be carried out by the compliance function.  
• Firms should communicate to clients in plain language that is clearly understood and provide 

a response to the complaint without any unnecessary delay.  
• Firms should explain to clients and potential clients the firm’s position on the complaint and 

set out the client’s options, where relevant, to refer to an alternative dispute resolution entity 
(KiFID), or for the client to take civil action.  

• Firms should provide information on complaints and complaints handling to the relevant 
national competent authority (“NCA”) or ADR entity.  

• Firm’s compliance functions should analyse complaints and complaints handling data to 
ensure that they identify and address any issues. 

IORP II 

In January 2017, the revised Institutions for Occupational Retirement Provision Directive came into 
force. The IORP II Directive is included in Dutch pension fund regulation and compliance is secured by 
the supervisor. The directive aims to ensure a high level of protection for future members and 
beneficiaries of pension funds while guaranteeing efficient investment. Important elements in the 
directive include 1) Strict prudential rules; 2) Investment rules adapted to the characteristics of IORPs 
and to the efficient management of savings and 3) Rules permitting IORPs’ cross-border activity, 
enabling the creation of pan-European pension funds. 

IORP II helps pension fund boards to be On Task in line with good governance as we discussed earlier 
in this course. Key tasks in implementing benefit schemes  are: 1) Taking on pension liabilities; 2) 
Implementation of the pension scheme; 3) Services to participants and employers; 4) Maintaining 
reserves; 5) Management of the balance sheet, i.e. assets and liabilities (ALM); 6) and Investment  
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management, including taking into account Environmental, Social and Governance aspects of these 
investments. 

Segregation of duties 

An important element of IORP II concerns the Segregation of duties. To understand this let us go back 
in history to one of the first pension funds. The Chatham Chest was a fund set up in the UK in 1588 to 
pay pensions to disabled seamen from the Royal Navy. The Chest itself was a strong iron box with five 
locks as you can see on this picture. Keys for the Chest were held by five separate officials to reduce 
the risk of individual embezzlement. This examples shows the importance of the quality of individual 
board members and the board as a whole in decision making. The chest can only be opened by the 
collective. 

IORP II: Key functions 

This principle of the segregation of duties is also visible in the implementation of IORP II. Three key 
functions can be distinguished: the risk management function, the actuarial function and the internal 
audit function. In the Netherlands, the supervisor De Nederlandsche Bank sees to it that these 
functions are carried out independently. This has led to governance changes in the division of duties 
in Dutch pension fund boards and their executive offices. 

The IORP II implementation in Dutch regulation also has clear requirements with regard to the three 
key functions. Key function holders must fulfil their role objectively, honestly and independently; and 
have access to relevant information. In addition, there should be an adequate separation of duties 
which include a direct reporting line to governance; and where appropriate to the internal supervisory 
body. 

Given difference in sizes of pension funds and subsequently the size of the organisation, a principle of 
proportionality shall apply with any consequences for requirements for independence and explaining 
how the independence of key functions holders is (still) guaranteed in smaller organisations. 

SIRA: Systematic Integrity Risk Analysis 

An important instrument in risk management is the SIRA, the Systematic Integrity Risk Analysis. The 
SIRA is aimed at strengthening the risk management capability of financial organisations. It is a legal 
obligation for e.g. pension funds, insurance companies, bank, trust offices and accountants. It is 
required by law. The SIRA is a joint effort of management, compliance and risk management. It is not 
only the responsibility of the risk manager or the compliance officer. In the SIRA it is allowed to 
distinguish between client and services with potentially lower and higher risk profile. This will make  
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risk management more efficient. The SIRA consists of four activities: 1) risk identification; 2) risk 
analysis; 3) risk control and 4) risk monitoring and review. This is in line with risk management 
methodology as used by many financial institutions. 

Do’s and don’ts 

Now that we have discussed legislation and implementation of this legislation for financial institutions, 
we will discuss consequences of violations of regulations and do’s and don’ts. 

Consequences of violations 

The consequences of violations of duties by a firm vary and depend on the seriousness of the breach 
or offence. A distinction can be made between (a) consequences for the persons involved and (b) 
consequences for the firm itself.  

A firm can impose disciplinary sanctions against its employees, including remuneration related 
sanctions and if the breach or offence is serious enough could lead to a termination of employment. 
Depending of the nature of the breach or offence supervisors can determine that the person(s) 
involved are no longer trustworthy and therefore not suitable for the function they fulfil. If 
trustworthiness is one of the requirements to fulfil a certain position, this would mean that the person 
involved will no longer qualify for that respective function and should step down. 

Both persons involved and the firm itself can be exposed to (financial) penalties, both from an 
administrative and criminal perspective. For the firm such penalties could be connected to the firms 
turn-over, meaning that we are talking about serious numbers. 

For the firm there is a high risk of reputational damage and the same applies to the financial sector as 
a whole Damage financial sector as a whole (the credit crunch effect). 

Do’s 

The most important thing to do is to be critical when dealing with clients comes to AML related tasks, 
but also if it involves compliance related matters in general. Ask clients questions (e.g. what would you 
like to achieve, did you consider other manners to achieve…, are these services for you or is it 
envisaged them to be beneficial to a wider group, is there a specific time element that we should take 
into account, is there a relationship with….). But also ask questions to colleagues, managers, risk 
officers and compliance officers in the event that you are in doubt whether or not transactions or 
certain behaviour could have an impact on integrity. Transactions and behaviour may be justified, but 
it is always better to know for sure.  
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Never hesitate to bring concerns to the attention of the compliance or risk officer. In case you find it 
difficult to openly report to the compliance and risk officer, make use of the firm’s whistleblowing 
policy. In the unlikely event that there is no whistleblowing policy in place try to escalate it to the senior 
management or other designated officers within a firm.  Ensure proper recording and record keeping.  

Celebrate working in a diverse group of people and last but not least: walk the talk. 

Don’ts 

Although it often feels good to just ignore signals, this would be the wrong thing to do. Integrity issues 
may not only have an impact on your organization, it will most likely have an impact on yourself as 
well. Ignoring signals may even have consequences for your own position, depending on your role and 
duties. Therefore in case of any doubt or concern: never ignore and take proper actions. 

Continue to facilitate trades, investments, transactions, etc. whilst it is obviously that by doing so the 
firm (and you) breaches applicable laws and regulations, even under the argument that you want to 
serve your clients interest, is an absolute no go, but in practise a mistake that is often made. 

In case of AML: never inform the client about your doubt or notifications and reporting. This is not 
allowed under the applicable legislations and could lead to sanctions being imposed on the person(s) 
involved. 

Given the crucial importance of IT: keep yourselves informed and make sure you do not postpone 
updates to protect your company for cybercrime. 

Thank for taking part in the module Integrity of Financial Markets of the MiFID II Stay Compliant 
Program of CFA Society VBA Netherlands. You can now do the assessment to test your knowledge and 
understanding. Good luck! 
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